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1 Decision/action requested 

This contribution proposes to add a new solution in TR 33.853
2 References
3 Rational
This contribution adds a new solution in TR 33.853.
4 Detailed proposal
*************** Start of 1st Change ****************

6.X
Solution #X: ‘Best effort’ with extensibility for HPLMN Control for UP IP for EPS
6.X.1
Introduction

The solution addresses key issue #1, key issue #2 and key issue #8. 

6.X.2
Network options affected

This solution is applicable to the following network options:

- 
Option 1 - eUTRA with EPC

- 
Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

6.X.3
Solution description

1. Indication for UP Security Support.
The EIA7 of existing UE EPS security capability IEs is used to signal the capability of the UE to support UP security with eNB. Since it is a reserved bit, the indication will not lost during mobility case (e.g. RAN mobility or MME mobility), and the check of the indication can be triggered using existing security capability verification method, e.g. MME check via path switch, or UE context modification procedure.

2. UP Security Policy Maintenance
The eNB can be configured with a default UP security policy per RAN node.
The HSS can be configured a subscribed UP security policy per APN, either locally configured or mapping from subscribed UP security policy per DNN.
The UP security policy could use similar setting options as in 5GS: cipher: "required", "preferred", "not needed", integrity protection: "required", "preferred", "not needed". 

If the MME could get subscribed UP security policy from the HSS during initial attach procedure, or if the MME could get subscribed UP security policy from UE context during PDN Connection establishment procedure, then the MME maps the subscribed UP security policy from APN to EPS bearer, and then to E-RAB, and sends the subscribed UP security policy per E-RAB to the eNB, and the eNB shall use the subscribed UP security policy. Otherwise, the eNB shall use default UP security policy if the UE supports UP security with eNB.

For X2 handover, the source eNB shall send subscribed security policy per E-RAB to the target eNB in X2: Handover Request, and the target eNB shall use the subscribed security policy. If the source eNB is upgraded but does not receive subscribed security policy, or if the source eNB is a legacy NE, then the source eNB does not send any security policy in X2 signalling, the target eNB shall use default UP security policy if the UE supports UP security with eNB.

If the UE supports UP security with eNB, the target eNB shall send UP security policy per E-RAB (either subscribed or default) in the Path Switch Request to the MME, the target eNB may receive a new security policy in the Path Switch Request ACK message from the MME if there is a mismatch. The target eNB shall use the received UP security policy if the UE supports UP security with eNB.

For S1 handover, the source MME shall send subscribed security policy per E-RAB to the target MME, and the target MME shall send subscribed security policy per E-RAB to the target eNB in S1: Handover Request. In addition, the source eNB shall send subscribed security policy per E-RAB in source eNB to target eNB transparent container in S1: Handover Request. If the source MME or the target MME is a legacy NE, but the source eNB has subscribed UP security policy, then the target eNB can use subscribed security policy in source eNB to target eNB transparent container. If source MME and the target MME are upgraded, then the target eNB can use subscribed security policy in S1: Handover Request. Otherwise, the target eNB shall use the default UP security policy if the UE supports UP security with eNB.
NOTE: 
In case that the source eNB is upgraded and has subscribed security policy, but the target MME is not upgraded, the target eNB cannot receive subscribed security policy from MME in S1: Handover Request. Since subscribed security policy has higher priority, the source eNB can include the subscribed security policy in source eNB to target eNB transparent container so that the target eNB can get the subscribed security policy.
3. UP Security Activation
The eNB decides on whether to use UP IP for each DRB based on security policy (either subscribed or default) per E-RAB and UE EPS security capability indicating UE to support UP security with eNB.

AS SMC and RRC Reconfiguration procedures are used to negotiate the use of UP IP for bearer as in 5G.
6.X.4
Solution evaluation
The solution can meet security requirement for key issue #1 and key issue #2.

The solution can support UP IP with least update on UE and eNB.

The solution can provide extensibility by updating MME and HSS if more features are required, e.g. HPLMN Control of UPIP usage, verification of UP security policy, etc..
*************** End of 1st Change ****************
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